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Abstract

We discuss the relation between program slicing and datardep
dencies. We claim that slicing can be defined, and therefake c
culated, parametrically on the chosen notion of dependevitizh
implies a different result when building the program depsray
graph. In this framework, it is possible to choose depenganthe
syntactic or semantic sense, thus leading to compute ppsifb
ferent, smaller slices. Moreover, the notion of abstrapedeency,
based on properties instead of exact data values, is igegst in
its theoretical meaning. Constructive ideas are given topuge
abstract dependencies on expressions, and to transfoparfies
in order to rule out some dependencies. The application exfeth
ideas to information flow is also discussed.

Categories and Subject Descriptors D.2.4 [Software/Program
Verification]: Formal Methods; D.3.1 Hormal Definitions and
Theony: Semantics; F.3.23emantics of Programming Languapes
Program analysis; 1.1.@enera]

General Terms Languages, Security, Theory, Verification

Keywords Abstract Interpretation, Abstract non-interference, De-
pendency analysis, Program slicing

1. Introduction

Control and data-flow analysis is among the most effecticb-te
nigues for program understanding, verification and demgydzf-
ficient algorithms for intra and inter-procedural programmpula-
tion have been designed on suitable program represersatidied
program dependency grapldenoted PDGs), which keep track of
how information propagates through the program code. Bhisd
case of (staticprogram slicing[22, 17, 16, 20, 4], a technique
which extracts from programs the statements whichralevant
to a given behavior. In particular,sdiceis an executable program
which is obtained by statement deletion on the original paog
and whose behavior must be identical to a specific subseteof th
original behavior. Informally, a slice has to be such thablserver
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should not distinguish between the execution of the progaach
the slice, if (s)he only pays attention to the value of a setaof-
ables at some program point, as specified irstieng criterion
Since the first publications [22], there have been many works
proposing several notions of slicing, and different altforis to
compute slices. Ward and Zedan [21] note that most papeviiero
an informal definition of the meaning of a program slice, aod-c
centrate attention rather on defining and computing progtepen-
dencies. According to the authors, this focus on the contipataf
program dependencies somehow confuses the notion of siihe w
the algorithms for computing slices. Their work looks atisig as
a program transformation, and does not even rely on datandepe
dencies.

Main contribution

The construction of a program dependency graph relies on the
chosen notion of dependency. We believe it is possible tomeefti
general notion of slicing, parametrically on what the watdpends

on (or the symmetric oneis relevant t) mean. The idea is that
we choose the dependency, and derive a corresponding raiftion
slicing.

In literature, characterizing slicing by means of depengian
not new. In particular, Amtoft and Banerjee [3] exploit ailoépr
deriving independencies in order to certify if a progranmsfar-
mation is a slice of the original program. In that work, ashaslin
most approaches to slicing (e.g., the algorithm by Reps Ha3jed
on PDGSs), slicing is characterized by means of a syntacpermnte
dency, based on the occurrence of a variable in an expreg3on
instance, in the assignment= 2y, we can state that depends on
y, because occurs in the assigned expression. This notion of de-
pendency loses some information, when syntactic occuerisnuot
enough to get the real idea of relevancy. For instance, thie zs-
signed tar does not depend anin the statement := z + y — vy,
althoughy occurs in the expression. The syntactic approach may
fail in computing the optimal set of dependencies, since itot
able to rule out this kind of false dependencies. This resaolob-
taining a slice which contains more statements than needed.

On the other hand, moving from standard syntactic slicing to
a semantic-based slicing, whetds the only variable relevant to
x 4+ y — y, would result in more precise slices, only considering
true dependencies and their propagation.

In the same framework, dependencies canabstracted in
order to obtain a weaker notion which only holds when some
property of data depends on a property of some variable. More
preciselyx depends omy only if some property of: is affected by



some property ofy at a previous point in the execution. This leads
to a weaker notion of dependency, calldabtract dependenciyhe
main interest is in deciding, in the evaluation of an expoess,
which (properties of) data the final abstract valueeoflepends
on, i.e., which variables are relevant to the chosen prouérthe

ened form of dependency, based on representing data pespert
by means of abstract interpretation. Rival discussesatisiepen-
dency and its application to alarm diagnosis, together wsétreral
techniques for analyzing and composing dependencies tfeegle-
pendency analysis of the compound staterment; s2] involves

expressiore. Computing slices on abstract dependencies gives a combining dependencies il ands; compositionally). However,

smaller program, since the abstractiprunesthe PDG by ruling
out some dependencies which are only relevant atctivecrete
level.

The present paper proposes a definition of abstract depeyden
based on theoncrete semantiasf the program (see Sec. 4). This
notion of dependency is parametric on the properties oféste
Basically, an expressiondepends on a variablew.r.t. a property
p if changingx, and keeping all other variables unchanged with
respect tqp, may lead to a change mwith respect tg (here, we
take the same property for both the input variables and titygubu
value of the expression but, in principle, they might beediéht
properties). Since this notion is inherently semantic, ghablem
arises of making it implementable. A constructive appro&ch
introduced, which:

for non-compound statements, only a mathematical, ser¢tie
definition of dependencies is provided; the purpose of our- co
structive approach is precisely to shed light on how theutatc
of abstract dependency may be done on statements.

Literature on program slicing is quite extended, and almost
spans the last three decades (see Tip [20] for a survey). An ab
stract version (often referred to abstract slicing, based on data
properties instead of exact values, still lacks a comprsikerdef-
inition. Despite its title, the work by Hong, Lee and Sokgi$k3]
discusses a different notion of abstract slicing, wherérabsinter-
pretation is considered in the restricted area of predafagéraction
and where, instead of weakening the observation of all teelex
tions, the authors only look at a subset of the possible i@

e computes the variables an expression depends on, given some&, Foundations

properties on data;

This section, which is not supposed to be exhaustive, pesvid

e finds an approximation of the most precise property s.t. an the necessary background in the Abstract Interpretati@oryh

expression does not depend on a chosen variable.

So far, only denotational characterizations of abstrata dapen-
dencies have been proposed. Our purpose is to partiallidilhap
between semantics and computation, by giving a conste)cip-
proximated way for computing dependencies.

Finally, an application to information flow, particularlg ib-
stract non-interference (ANI) [9], is discussed. Lighth&d on the
relation between ANI and abstract dependencies, by pairdirt

and introduces the simple programming language the pafesre
to. Moreover, further notions on partitioning abstract éams are
given, which will be important in motivating an assumptiarer-
lying the rest of the paper (Sec. 4).

Abstract interpretation: a brief introduction

In the following, we will use the standard framework atfstract
interpretation[7, 8] for modeling data properties. Abstract do-

how computing dependency may be used in order to enforce con-mains are chosen for denoting properties over concrete idsma

fidentiality of data. To this purpose, and according to thinitéon

of ANI, it makes sense to define another version of abstramtmie
dencies, which is based on the abstract, rather than theatenc
semantics. Both notions can be possibly used in informdtamn

In particular, the latter one can rule out sofaése dependencies,
which are actually generated by harmless flows of infornmat{@n

since their mathematical structure guarantees, for eantret el-
ement, the existence of thmest correct approximatiom the ab-
stract domain. This is due to the property of abstract dosnafn
being closed under greatest lower bound. Formally,laktice of
abstract interpretations af is isomorphic to the latticeco(C) of
all theupper closure operatorguco) onC [8]. Anucop : C — C

the other hand, it relies on some assumptions about how the at on a poseC is monotone, idempotent, and extensivelcos are

tacker knows the code of the program and can statically aealy
it [9], namely, on its precision in analyzing it. A constrivet ap-
proach is also introduced for this second version of deparnde

State of the art and related work

Besides the foundational work by Cohen [6] and Cartwright an
Felleisen [5], a (standard) dependency calculus was peapbyg
Abadi et al. [1] in the setting of functional languages. Moee
cently, Amtoft and Banerjee [3] defined a Hoare-style logi@i-
alyze variableéndependencyprogram traces, potentially infinitely
many, are abstracted, in the framework of abstract inteapos,
by a finite set of variable independencies. The potentialitthis
approach, which will be introduced more deeply afterwaisithat
independencies can be statically checked against the dogi@ap-
plied, as shown by the authors, to program slicing. This week
extended to object-oriented languages [2], and the indkpey
analysis has been provided.

Rival [18] recently characterized abstract dependendiéss
is, to the best of our knowledge, the only description of akwea

uniquely determined by the sgtC) of their fix-points (we will
abuse notation by identifying(C) = {p(c)lc € C} with p).
For a singleton{v} and a ucop, we often writep(v) instead of
p({v}). In the following, we will use the abstract domainG3i,
containing[T], [L] and the abstract valudaeg] = Z~ (nega-
tive numbers) andpos] = Z* (positive numbers witt0). The
corresponding uco maps sets of numbers to their sign. Mergov
ParR = {[T], [even], [odd], [L]} models parity of numbers. Fi-
nally, PARSIGN = PAR 1 SIGN is obtained by reduced product,
i.e., it is the smallest domain which is more precise thah [BRr
and SGN (e.g., it containgposeven)).

Completeness in abstract interpretation is a property siratt
domains relative to a fixed computation. An abstract domsais
complete forf if it is optimally precise for the computation ¢f.
Formally, p is complete forf if p o f o p = p o f. In other

words, computingf in the abstract domain corresponds precisely

lvX € C. X <¢ p(X). Usually,C = p(D) for someD, and<c is set
inclusion onD.



to abstracting the concrete computationfofwithout further loss
of information. E.g., RR is complete fort+, but SGN is not.

Language and Semantics
def

We consider the IMP language [23] and denoteVoy: Z the set
of valuesfor the static variables AR. Expressions: € ExpP are
defined by standard operators on constants and varigBtates
o € ¥ =VAR — V are memory configurations. i.e., mappings
from variables to values. In general, if a program kagriables
x1,...,%k, We will represent states as tuples, iE.= V* and
o = (v1,...,vy); the states’ = o [z < v] satisfiess’(z) = v
ando’(y) = o(y) for anyy # =.

As far as semantics is concernéi[s] (o) is the state obtained
by computings in o. Moreover,P [s],, (o) is apartial semantics
collecting all the possible states at the program ppiinside s,
when s is executed ino. 2 We write e [z1, . .., 1] to make ex-
plicit the variables ire (i.e.,VARS (e) = {z1,...,zk}); € [€] (o)
is the (concrete) semantics of expressions. Consider noaban
stract domairp on values: the relatedbstract semanticen ex-
pressions¢ [e]”, is applied to abstract stat&s £ p(p(V))* and
is defined as théest correct approximationf £ [e]. Namely, let
o = (v1,...,u,) € ¥ ande (p(v1),...,plvr)) € X7
E[el” (&) = pH{E [e] (u, ..., ux) | Vi ui € p(v:)})

Similarly, semantic® [s]? (eo) (Whereso = (T, ..., T)isthe
most abstract state, mapping all variableS jcstatically computes
a safe over-approximation of the minimal abstract stjte= %*
which describes variables at

Ps1; (e0) Eep > & = p(U{P[5],, () |o € B}).

When e is clear by the contextyz is a shorthand fowvz €
VARS (e). Orderinge’ < ¢ and abstractiorp(o) are defined
pointwise. Given a state, a covering{ei..c;} is a set of states
such that= describes the same set of concrete states as adl;the
e = U,&;. Ve will stand forVe < g,,.

Partitions and atoms

Given p € uco(p(V)), theinduced partitionII(p) of p is the
set {V4,.., Vi }, partition of V, characterizing classes of values
undistinguished by: Vi.Vz,y € Vi .p(z) = p(y).

ExampPLE 2.1. Let p {[T],[even]}; the induced partition
I1(p) is {[even], [odd]} since values are distinguished by their
parity. II(p) happens to be equal @ (PAR), i.e., they induce the
same partition thougPARr is more concrete.

A domainp is partitioning if it is the most concrete among those in-
ducing the same partition: for a partitidh, p = N{n|ll(n) = P}.
Every n can be transformed intp’ partitioning by closing it un-
der set complement of abstract values (in the exanfipld] is the
complement ofeven] w.r.t. [T]) [15]. If p is partitioning,II(p)

is the set of the atoms ¢f, viewed as a complete lattitd.e., the
atoms of a partitioning domain are the abstractions of stogis.
AtoMm (V) is the atomicity predicate and can be extended point-
wise to states.

2The values can be more than one. E.gwihilebdo ... ; y :=y+1 od,

the set of valueg can havensidethe loop grows at each iteration, while,
at the exit,y has a unique value resulting from the termination of the loop
(if it terminates).

3V € p~{Ll}isanatomiff L <, U <, V impliesU =V orU = L
foreveryU € p

3. Slicing vs. dependencies

Program slicing [22] is a program manipulation techniquecivh
extracts, from programs, statements relevant to a paati@dm-
putation. Informally, a slice provides the answer to thestjoae:
which program statements potentially affect the compoitadif the
variable z at the program point (i.e., statement} In order to an-
swer this question, an observer needgrzdowthrough which only
part of the program states can be seen [4]. Therefompgram
sliceis the set of program statements which contribute direatly o
indirectly to the values assumed by some set of variablesraes
program point. The observation window of the program is siget
by aslicing criterion, usually represented as a p&s, X ), which
requires the observation of the variablésat the program points.
The following definition [4] formalizes the original idea pfogram
slicing by Weiser [22]:

DEFINITION 3.1. For a statement (program poing and a vari-

able z, the (static backward executable) sli¢€ of the program
P with respect to the slicing criteriofs, {x}) is any executable
program with the following properties:

1. P’ can be obtained by deleting zero or more statements from
P;

2. If P halts on the input/, then, each time is reached inP,
the value ofz at s, is the same inP and in P’. If P fails to
terminate, thers may be reached more times i than in P,
but P and P’ have the same value fareach times is executed
by P.

The standard approach to characterizing slices, and thespamd-
ing relationbeing slice ofare based on the notion of program de-
pendency graph [14, 16], as described by Binkley and Gadlagh
[4]. Dependency graphsan be built out of programs, and describe
how data propagate at runtime. Following the program diip-
proach, we could be interested in computing dependencistatet
ments:s” depends or’ if some variables which are used insigde
are defined inside’, and definitions ins’ reachs” through at least
one possible execution path. Alsodependsmplicitly on an if-
statement or a loop if its execution depends on the booleardgu

EXAMPLE 3.2. Consider the program below and the derived de-
pendency graph (edges which can be obtained by transitivey
omitted): ss depends on boths and s7 (and, by transitivity,s)

S1

51 (ZBSy)? )' ‘_;‘86
/\ 52 S3 ST
s w:i=3 s z:=3 : :
s3 z:=1 s7 vi=4 \ :
sS4 wi=z4+14 S4
s5 vi=z4w / ) .
\j \l

\ S5 -...pm S8

sg y=v+1

sincev is not known statically when enterisg. On the other hand,
there isno dependency ofg on either (i)sg, sincez is not used in
ss; or (ii) s2, sincew is always redefined beforg. The depen-
dency ofs7 on s; is implicit since4 does not depend an nor y,
but s7 is executed conditionally oy .

There exist a number of techniques for building and anatyze-
pendency graphs, allowing to study how information propaga



among statements. Usually, the basic rules for detectingpard G- {T#} o= e {T#}
0 =
dency betweer; ands; are ifVy x w] €T (z#£y = [yxw] € Tf)

« Control dependence edges; represents a control predicate (z=y = (WEGAVz~e [zxuw] €TY)
and s» represents a component of the program immediately
nested withing the control predicate; Go F{T§ ys1i{T#} Go - {T }s2{T*}
¢ Flow dependence edges; defines a variable which is used G+ {T7 }if ethen s, elseso{T7}
in s2, i.e.,z € def (s1) Nref (s2) andz is not further defined fGCGo A (w¢ Go = Vo~ e [zxw eT])

in any statement between andss.

. - Go F {T*}s{T*}
As noted by Ward [21], there is clearlygapbetween the definition

of slicing, given in Def. 3.1, and the standard implementabased G+ {T#}while e do s{T%}

on program dependency graphs, outlined above. Anyway, ink th ifGCGo A (wgGo = Ve [zxw eT)
that this is not because, in general, the notion of dependenc

something untied to slicing and simply used for implemantin Figure 1. A fragment of the independency logic

Rather, because slicing and dependencies are usually diefine
different levelsof approximation. In particular, we can note that
Def. 3.1 defines slicing by requiring the sarbehavior w.r.t. a

cnterlgn, between the program and. the slice, i.e., we azeifying is more suitable for forward slicing (which is the one coeséti
what isrelevantas asemanticrequirement. On the other hand, . e . .
by the authors [3]), since it fixes the criterion on the inpattact,

we can see above that. PDGs consider a nOtIOI’l.Of dependencyforward slicing finds out all the statements affected by tgables
between statements which corresponds tosymtacticpresence . o L . . .
in the criterion. In the trivial example given above, if wensaer

of a variable in the definition of another variable. In otherus, - . .
. ) . . ; as criterion the input of, then we obtain that all the statements
slices are usually defined at teemantidevel, while dependencies . L .
depend onx. Therefore, any slice of the original program contains

are used for implementation and therefore defined asyinéactic
. - o all of them [3].
level. This means that, the gap between slicing and depeieteis . . .
due to the well known gap between semantics and syntax. $n thi Now, let us make some observations. In this section we de-
9ap y i scribed two different approaches to slicing, one based o6$D

paper, the.ldea Is to partially fill this 9ap by |dent!f¥|ng etlpq . and the other based on a logic for independencies. What wilwou
of semanticdependency corresponding to the slicing definition L : .
. - . S - like to underline is that even if these methods follow oppodirec-
given above, in order to characterize the implicit paraioiggrof . _ . : L
. . . . tions from the criterion for computing slices, both are &g} and
the notion of slicing on a corresponding notion of depenglenc . S
. ) strongly based on a notion of dependency which is clearlyagyn
Note that the PDG approach is based on the computatiarsed . . T e
. . S . tic. In PDGs, the notion of dependency is implicit in the digiim
variables in the expressios, i.e., the variables: depends on. h .
P ; . of the setref (s), where the set of all the variables referred in the
Therefore, we wonder if this set can be rewritten by congider : LT .
. . oo evaluation of the expressianin s is exactly the set of all the vari-
a semantic form of dependency leading towards standarigglic - - .
. ables appearing in the expressieni.e., all the variables: such
Moreover, we study how this dependency can be then replaced b . - . )
thatz ~ e. In the logic, more explicitly, we use exactly this notion

other fo”‘."s of dept_andenmeg modellng whe_tr:ievant toa given of dependency for characterizing the set of independehaileing
computationand this results in generating different weakenings of during the execution of a program
slicing. These observations lead us to the possibility of definiraraji

One of the first works aiming to formalize the notion of depen- . . .
dency is the information flovioaic by Amtoft and Baneriee [3 in terms of dependencies by forgetting the way we want to cgenp
Y gic by jee [3]. it, for instance in the forward or in the backward directidkt.

This logic allows to formally derive, by structural indumti, the set . L A . -
. . ) . this point, in order to obtain different notions of slicingevean
of all the independencieamong variables. In Fig. 1, we use the . . ) .
simply focus our attention on how we can define new kind of

original notation proposed by the authors, whrex y] is read as dependencies. The first step towards a generalization ofvélye

the current value of: is independent of the initial value gf and . L . . -
. . " . . of defining slicing is to considesemantic dependenciewhere

holds if, for each pair ofitial states which agree on all the vari- . "~ . . S
intuitively a variable is relevant for an expression if itredevant

i #
ables buy, the correspondingurrentstates agree an Hence,I for its evaluation For examplez + y — y does not semantically

stands for sets of independencies, & a set of variables rep- depend ony. This semantic notion can then easily generalized in

resenting theontext i.e., (a superset of) the variables at least one : . .
A . what we will callabstract dependencwhere a variable is relevant
test surrounding the statements depends on. Moreover irutbs N . . ;
to an expression if it affects a givgmopertyof its evaluation.

we introduce a new notation which will be useful in the follog:
Yy~ e & y € VARS (e). . -
In our aim of defin(in)g slicing in terms of dependencies, the fir 4. Abstract dependencies for program slicing

thing we have to observe on this logic is that it always comput  As explained in Sec. 3, we are particularly interested inifigd
(in)dependencies from thimitial values of variables. This fact,  which variables might affect the evaluation©fn the assignment
makes its use for slicing not so straightforward, since sebthe x = e or in a control statement with guatdi.e., which variables
local dependency between statements. In order to understand whabelong to the sekeL (e) of the variableselevantin the evaluation
we mean, consider for example the program fragnieént w := of e. As already pointed out, standard dependency calculi ctenpu
z+ 1;y := w+ 2;z := y + 3. At the end of this program, we  REL(e) asVARS (e). In the following definition,e is said tose-
know thatz only depends on the initial value of but, by using the manticallydepend orne (written z~-se) if the evaluation ok may

logic in Fig. 1, we lose the trace of (in)dependencies whiitlhis
case, would involve all the three assignments. Indeed,|dkis,



change depending on i.e., if there exist two values far leading
to different values oé.

DEFINITION 4.1 (Semantic dependenci€¥ep). Let z € VAR,
Y C VAR.

xwse <& ooz € B.Vy # z.0o1(y) = 02(y)
N E €] (o1) # E[e] (o2)
Ywse & dyeY. ywse

The formulation ofc~~se can be rewritten as
do € X,v1,v2 € V. E[e] (0 [z — v1]) # E [e] (o [z — v2])

By using this notion of dependency, we can characterizeuthset

of VARS (e) containing exactly only, and all, the variables which are
semanticallyrelevant for the evaluation ef This way, we obtain a
notion of dependency which implies deriving more precisees|
namely, we are able to remove statements a standard, sgntact
analysis would leave. Consider the following running exmp

EXAMPLE 4.2. Consider the program:
P=5z;Sy; Sw, 2= w+y+2:c2—w;

wheres,, sy and s,, define, resp.z, y andw, ande Ew + Y+
222 — w. We want to compute the sli@ of P affecting the final
value ofz (i.e., theslicing criterionsS is the final value of). If we
consider the standard notion of slicing, then it is clearttthe can
erases,, without changing the final result for. Considering the

standard PDG approach, we would have a dependency between

z and w, sincew is used wherez is defined. Consequently, the
slice obtained by applying this form of dependency woulddebe
program unchanged. On the other hand, if the semantic degpeyd
is considered, then the evaluation efdoes not depend on the
possible variations ofv, which implies that we are able to erase
sy from the slice.

Consider now abstract properties of data: in this conténd, t
picture is quite different. The abstract calculus of degerwibs
is a weaker version of its standard (concrete) counterpiars.
often the case that (semantically) depends, with respect to the
considered abstract property, on a strict subseta®s (e) (and,
also, ofREL (e), defined w.r.tz~>se). Given an abstract property
p, e depends om w.r.t. the property (writtenz ~% ¢) if, although
all the variables, but, have the same property, the evaluations of
e may have a different property. In other words, the propgry e
does not depend anwhen the rest of the input state is fixed wp.t.
Note that this definition is ambiguous since it does not $peci
how the expression is evaluated in terms of the abstract.ivge
suppose the analysis of abstract dependencies to be bagkd on
concretesemantics, as it happens, for example, in program slicing,
where abstract dependency properties are derived by amgle
control flow graph of the program, i.e., a representationhef t
program relying on its concrete semantics. In this case, efiael
the so calledharrow abstract dependencies.

(Narrow) abstract dependencies

The following definition is calledharrow since it follows the same
philosophy as narrow abstract non-interference [9], wivag&on-
sider abstractions for observing input and output, butefadstrac-
tions are observations of tleencreteevaluation of the expressitn

4Note that, in the following of the paper, in order to simplifye notation
and the construction, we consider the same property in iapdtin output

DEFINITION 4.3 (Ndep. Letp € uco(p(V)).

z Yy e Joi,00 € Dy # . p(o1(y)) = plo2(y))
Ao (EEL (@) # 0 (1] (02)

Note thatp is always applied to singletons () stands fop({v})).
Therefore, the focus is merely on how dgmains behave onesingl
values. As an important result, we havelsy e < z %+ e for
everyp’ andp” inducing the same partition on singletons. Since
it is straightforward to note that % e is affected only byll(p),
rather than by itself, in the following we only consider, without
loss of generality, partitioning domains.

Note thatNdepis reasonable from a practical point of view,
since it fits in the framework of several analysis techniquesl
in particular in program slicing. However, this notion suff the
problem of adding somfalsedependencies; this is due to the fact
that also the concrete value of variables different froman vary
in the input changing the value ef although their property is
fixed.

EXAMPLE 4.4. Consider the program in Example 4.2 and con-
sider thePAR property. If we compute the set of relevant variables
for the parity ofe, then we can note that, still, we keep the indepen-
dency fromw, but also that the parity of does not even depend on
any possible variation of. Therefore, the outlined non-standard
version working on properties may lead to a smaller (more- pre
cise) slice. In fact, if we consider the abstract depende=naevith

p = PaR, the independenciz x z] holds after the assignment,
since the parity of the evaluation efdoes not change by modify-
ing x, which means that the slice can erase the statemgnt

At a first sight, in the previous example, the independencthef
parity of e from x appears to be due simply to the fact thatejn
the parity ofz is a constant, sinc2z? is always even. However, a
deeper analysis would note that we can look simply at theadist
value of z only because the operation involved (the sum) in the
evaluation is complete [7, 11] w.r.t. the abstract domaimsatered
(PAR). The following example, shows that, if we deal with opera-
tions which are not complete for the considered abstractailgm
then it is not sufficient to look at the abstract value of thealale

for deriving the dependencies.

EXAMPLE 4.5. Consider the program in Example 4.2, and the
SigN domain. In this case, even if the sign of the expresSigh

is constantly positive, still the sign af might change due to a
concrete variation inc (e.g., consideyy = —4 and two executions
in which z is resp. 1 and 5). Therefore; has to be considered
as relevant taS although the sign o2z? (the only sub-expression
containingz) is constant. This can be derived also by considering
the logic of independencies, since, by varying the value, afe
indeed can change the sign ef These issues will play a role in
defining a different notion of abstract dependency (Sec. 7).

The key point in the examples above is that, by consideristratt
dependencies, we are at the same time abstracting théarijtee.,
we aim to detect which variables affect a property@é.g., sign)
instead of the exact value. The problem is that the corretgure
between abstraction of the dependency and abstractiome afitie-
rion is not so straightforward.

for the evaluation ot. Nevertheless, the whole construction can be gener-
alized by using two different abstractions.



The problem is that, even if we consider semantic [abstract]
dependencies, we still could not be able to reach the mosisere
slice for a given criterion. This loss of precision occursewbver
we have to deal with control statements which implicitly mm
some semantic dependencies in a way which is not detectgble b
looking only at semantic [abstract] dependencies for esgioms.
Consider, for example

if (y + 2z mod2) == 0 thenw := 0 elsew := 0

then we can erase the dependency between the guare, aintte
the value of the guard does not dependrpbut we cannot remove
the dependency betweanandy, annulled by the semantics of the
if (the variation ofy cannot change the final value @f). The only
way to detect this independency is to realize that the finailevaf

w is invariant w.r.t. the evaluation of the guard, and thisuiesp
more specific semantic analyses of statements, which gondeyo
the aim of this paper.

Hence, what we propose here issaund approximation of
abstract slicing, i.e., slicing w.r.t. abstract critedhtained by using
abstract dependencies fpruning the syntactic PDG, since many
dependencies only hold at the syntactic level. As undatlinghe
example above, the problem is that in this framework we ahg on
able to prune flow dependence edges, while the control depeed
ones need more specific analyses for being erased.

Now, computing a slice consists in deleting statements hvhic
are not reachable in the PDG, starting from the informatico p
vided by the slicing criterion. It is easy to see that abstdapen-
dencies lead to smaller slice (therefore, they implyesmkemotion
of slicing), because a statement is less likely to be redehak.,
to be kept in the slice) in the pruned PDG.

5. A constructive approach to abstract
dependencies

This section discusses a constructive way to compute abstea
pendency. By means of the (domain-dependent) definitiopef-o
ations on abstract values, it is possible to automaticditgia (an
over-approximation of) the set of relevant variables.

An algorithm describing this approach is provided. Impoitia
it must be pointed out that, as far as simple numerical dosnain
are concerned, the interested reader will not find dramaticpui-
tational improvements w.r.t. tHerute force exponential approach
which takes all possible abstract values for each variaild,ac-
tually goes intothe quantifiers explicitly or implicitly involved in
Def. 4.3. In fact, computational effort can be saved if thmdm is
big and many variables are involved, and a significant pattier
is found to be irrelevant. Yet, this work mainly focuses ovirgg an
insight on how abstract dependencies work, and providessone
able basis for applications where domains can be really ande
complicated.

5.1 CheckingNdep

We discuss the main ideas for constructively computingavarde-
pendencies. The algorithm in Fig. 2 tries to find, incremigntand
starting from{), a set of variables which are provably not relevant to
the studied expression. This is done by checking whetheaageh

in such variables does not make a difference in the evaluafic
nally, the set-complement of the maximal set of variablesvitich
irrelevance can be proved is returned.

First, note that, in the realm of static analysis, the caecse-
mantics cannot be used directly as it appears in Def 4.3. ¢jene
will define narrow dependencies in terms of the abstract sgosa
ENT:

DEFINITION 5.1 (Atom-Adep z x4 e <

o1, 02 € 5. Vy # 7. p(o1(y)) = p(oa(y)) A
ATOM (€ [e]" (p(o1) U p(02)) )

Being the domains partitioning, the non-atomicity requiesit on
the evaluations ot amounts to say that all concrete evaluations
(which yield singletons) op(c1) U p(o2) would not be abstracted
by the same abstract value (this is the crucial issuddep, i.e.,

o1 ando2 may lead to different values far. Indeed, Definitions
4.3 and 5.1 are equivalent:

THEOREMS.2. For everye andz, <oy e iff z a1 €.

Proof. Suppose: %y e does not hold; we prove that al$o% 4 e
is false. The hypothesis amounts to say that, if there exist

such thaty # . plo1(y)) = p(o2(y)), thenp(€ [e] (1))
p(€ [e] (o2)). Note that

p(E11(e@:®)) = 2 (Uyepiorin €T

p (Sl (1))

by the additivity of the abstract domain. Singg(y) is a singleton
and p is partitioning, we have thap(€ [e] (o1(y))) is an atom
of p. Analogously, we obtain thai(€ [e] (o2(y))) is an atom of
p. Moreover, these two sets are the same by the hypothesis that
Ndepdoes not hold. Hence, their union is an atom and is equal to
E[e]? (p(o1) U p(o2)) by additivity of all the functions involved.

On the other side, suppose<r e does not hold: we prove
that neitheNdepholds. Suppose that there exist, o2 such that
Yy # z. p(oi(y)) p(o2(y)); the hypothesis guarantees the
atomicity of £ [e]” (p(o1) U p(o2)). By additivity, this fact im-
plies that bothp(€ [e] (o1(y))) and p(€ [e] (o2(y))) are atomic
and equal, otherwise their union could not be an atom. Toezef
we have the thesis, i.dNdepdoes not hold. O

In general, the interest is in finding the set of relevantalalds,
rather than verifying if a giver: is relevant. To deal with abstract
computations, we provide operations @(e.g., in RRSIGN, rules
like [odd] + [odd] = [even] or [poseven] % [T] = [even],
and an abstradtl to modelU on states). This leads to a com-
putable& [e]”, which, however, may lose some information, and
also theNdepgAtom-Adepequivalence. One direction of the impli-
cation of Theorem 5.2 sitill holds: if a dependeneyy e exists,
thenz % e is detected as true. This issaundnessondition, if
the purpose is to over-approximate the set of relevant bimsaas
required, e.g., in computing correct slices.

Dependencies are computed accordind\tom-Adepin order
to approximateNdep In the brute force approacitom-Adeps
verified by checking Aowm ( &€ [e]” (5)) for everye atomic (i.e.,
abstraction of a singletofv }).

EXAMPLE 5.3. Let p = PARSIGN. In order to compute the set
of p-dependencies on|z,y, z], we must computé [e]” on ev-



ery possible atomic valdeof z, y and z, i.e., & [e]” must be
computed4?® times.y is not relevant toe if, for any V,,V, €
ATOMS(p), there existd/ atomic s.t.YV € AToms(p). U =
E[e]? ({(Vz, V, V2)). This amounts to say that changipgloes not
affecte.

Indeed, it is possible to be smarter, by taking some arrapgésn
into account:

e Excluding statesconsider dependencies efx,y, z] in Ex.
5.3, computed at the program point SupposeP [s] , infers
ep(y) = [posodd] (Sec. 2). Then, we only need to consider
states of the forn{V;, [posodd], V.) as inputs for€ [e]” at
p-

e Computing on non-atomic statetet ¥ = {[poseven],
[negeven|} andO = {[posodd], [negodd]}. In this case,

wW'e E, V' €0.Ee]” ((Vo,V, V") <U
is implied by the more general result
Ele]” ((Va, [even], [odd])) < U

sinceE andO are partitions, respectively, ffven| and[odd],
and € [e]” is monotonee’ < ¢’ implies = £ [e]” (') <
E [e]? (¢"). This means that results obtained ®nan be used
oneg’ <e.

Let the sefe| X] denote all the states < e s.t.Vz € X. &'(z) =
e(z), andVy ¢ X. ATom(e'(y)). To provee not dependent on
x, we need to prove 7OM ES [e]” (ez)s, for anye, € [ep|{z}].
This amounts to say that any variation dindoes not lead to an
observable variation in, whenever all the other variables are fully
specified as atoms. Giverand an aton¥/, theatomicity condition
AY (¢) holds iff £[e]” (¢) gives U, or there exists a covering
{e1,..,ex} of e such thatdY (&;) holds for everyi. Importantly,
AY (&) implies thatp({& [¢] (o)|c € ¢}) is an atom, and the
second disjunct helps if, due to a possible loss of inforomati
& [e]” () > U althoughve’ < ¢. £ [e]” (¢) = U.

EXAMPLE 5.4. Lete = zxx+1andp = SIGN. & [e]” follows the
usual rules onx and +: [pos] * [pos] = [pos], [neg] * [neg] =
[pos], [T]*[T] = [T], [pos]|+[pos] = [pos], [T]+[pos] = [T].
This is enough to comput&[e]” ({[neg])) = £ [e]” ({[pos])) =
[pos]. Yet, although[T] = [pos]| U [neg], the general result
Ele]” (([T])) = [pos] cannot be proven with these rules, since

[T] * [T] + [pos] = [T]. In this case, the resuld*°*! (([T]))

function FINDNDEPS { // eisleftimplicit
nonDep :=@; // can be modified by prove()
PROVE(e, ,VARS (€) ) ;
return VARS(e) ~ nonDep; } // relevantvars

procedure PROVE(e,X) {
if (A.(s,X)) then {
nonDep := nonDepJ X;
} else foreach (z € X) {
PROVE(e , X ~ {z}): } }

Figure 2. TheFINDNDEPSalgorithm

on a state, which do not involv&. Clearly, the condition for
the non-relevance of a sét is related to the definition ofX-
covering, sincgs,| X] can be obtained by repeatedly applying o
(and the newly obtained states) thecovering operation. Indeed,
A (e, X) implies Arom (5 [el” (sx)) onevenex € [e|X]and,
therefore, the non-relevancy &f.

The algorithmFINDNDEPS (Fig. 2) starts by trying to prove
AL (ep, VAR); since {e} is the only \AR-covering of anye,
this condition is only satisfiable ifAY (¢,) holds, i.e., ife de-
pends on no variables. Otherwise, the agtis decreased non-
deterministically until someA;, (g,, X) is proven. A; (ep, X)
means that an atomic value ferwas obtained without the need
of restrictingX variables; thereforeX only contains non-relevant
variables.

PROPOSITIONS.5. If A, (g5, X) can be proven, then there is no
x € X such thatr % e.

Proof. Consider the definition ofd.: if AY (¢,) holds for some
atomU, then there are no dependencies. Otherwises;lee one

of the states belonging to th&-covering; for everyo; € &,

& [e] (o:) belongs to the same atom, i.e., there is no way to distin-
guish between two computations. This means that it is plestib
changeX variables to any value, without changing the property of
e. Since this is true for every;, and these states are a covering of
€p, the thesis follows. O

Importantly, the assertiond,, (¢,, X) and A;, (e,,Y) guarantee
X UY 4 e not to hold, even itA. (¢, X UY) cannot be di-
rectly proven. The final result ofINDNDEPSIis VARS (e) \ Z,

can be proven because of the second condition on the coveringwhere Z is the union of all setsZ; such thatA. (¢,, Z;) can be

{([pos]), (neg])}.

By Atom-Adepto prove the non-relevance fit is enough to have
IV.AY (e.) for everye, € [ep|{z}], where it is not required to
have the same atom for all states. We defiheoverings of states:
a covering{ei..e } of ¢ is an X-coveringif (i) for every x € X,
ei(x) = e(z) holds for every:; (i) for everyy ¢ X, e;(y) is
e(y) or one of its direct sub-values, i.e.Ja< e(y) s.t.AV'. V <
V' < e(y). The assertiod., (¢, X ), whereX C VAR, holds iff
3U. AY (¢), or there exists aiX -covering{e1..c;, } of ¢, such that
Vi. A, (€5, X). Intuitively, an X-covering is a set of restrictions

5Atoms in p are [poseven], [posodd], [negeven], and [negodd];
since this is a partition of concrete values, we describeaitrete inputs
by computing€ [e]” on atoms.

proved. It is an over-approximation of relevant variatres (e).
FINDNDEPSmay deal, in principle, witlinfinite domains, since

non-dependency results can be possibly proven withoubarpl

the entire state-space; in fact, AV (e) can be proven, then it is

not needed to descend into the (possibly infinite) set ofstates

of . This is not possible in the brute force approach. It is also

straightforward to addoundsin order to stop refining states if

some computational threshold has been reached.

6. Dependencies erasure in the abstract
framework

The problem of computing abstract dependencies can bewaoser
from another point of view: giver and a setX of variables, we



p = po; [/ theinitial domain
repeat {
inputQueue := §,]; // one-element queue

while (notEmpty (inputQueue ) ){
e := extract(inputQueue);
if (AV.AY (e)) then {
if (Atom(e)) then { // onvars(e)\ X
/1 at this point} is not atomic
Vo= Ele]” (e);
p = ATOMIZE (p,V);
/1 the queue still has 1 element
inputQueue := §,1;
} else { /Il {ei..er}isanX-covering ofe
foreach (i) {
insertinQueue (inputQueue;,) } } } }
(p has not been modified in the while loop ) ;
/1 the domain s.tX % e does not hold

} until
return p;

Figure 3. The EbEPalgorithm.

may be interested in soundly approximating the most coegret
such thatX % e does not hold. This can be accomplished by
repeatedly simplifying an initial domaip, in order to eliminate
abstract values which amesponsiblefor dependencies. In order
to avoid dependencies o, we should haveA, (¢,, X), i.e.,
AY (ex) should hold for anyex € [e,|X]. If this does not
hold for somee, then p is modified to obtain the atomicity of
V =E&[e]” (e).

We design a simple algorithmdgP (e, po, X) (Fig. 3), which
repeatedly checks if there exidtss.t..AY (¢). Initially, the current
states is €,; then, it is progressively specialized to states belonging
to one of itsX -coverings, until one of the following holds:

e AY (¢); in this casep is precise enough to exclude dependen-
cies onX in ¢, and is not modified;

e ¢ cannot be refined anymore (it is atomic\okrs (e) ~. X) but
V' is non-atomic; in this case, needs to be simplified in order
to obtain Arom (V).

quired, in order to prove the atomicity property on everyaete
state represented by, (we exploit monotonicity of€ [e]” on
states). This is precisely obtained if every state is remdvem
the queue before any modificationgmccurs. m|

On the practical side, the loss of precision in abstract adatjpns
may lead to remove more abstract values than strictly napess
from the semantic point of view.

It is important to note that BeP works as long asd. can be
computed on the initial domain (in this case, no problemseari
in subsequent computations, since the complexity @fan only
decrease). This can possibly happen evepyifis infinite (see
the last part of the previous section). Moreover, diffelyefitom
FINDNDEPS there is no reasonable trivial counterpart, since brute
force would be really impractical.

7. An application to secure information flow

As suggested before, our approach to abstract dependdaciés
abstract slicing) has been inspired by a recent abstracpirgtation-
based model of non-interference in language-based sgaaihely,
abstract non-interference [9]. Non-interference [12, 9%n in-
formation flow property of programs, enforcing confideritjabf
data. Let program data be divided into a public fpaend a private
partH ; non-interference is satisfied if an external user is no¢ abl
to acquire information about the initial value of variabtdassified
asH by only observing the final value of variables classified as
L. It is well known that confidentiality can be modeled by means
of dependency relations among the different componentspoda
gram [6, 3, 2]. This model makes clear the strong relatiosting
between non-interference and dependencies. In a receafipged
model, abstract non-interferencf9], abstractions come into play
in modeling the observational power of attackers. We showhis
section, that the relation existing between slicing/dejeecies and
non-interference is even stronger in this abstract contaxpar-
ticular, computing abstract dependencies, provides anigah for
computing abstract non-interference certifications. Tisns that
our approach to abstract slicing, is not simply a pure gdizera
tion of a well-known technique, but provides new insightdiniks
existing between different computer science fields.

States are processed by means of a queue; we stop when all thd.1 Abstract dependencies.

states have been consumed without any modificatiop, toe.,
when no non-atomid” has been found. As iRINDNDEPS states
are progressively restricted, and computationséde]” (¢) are
avoided if the desired property already holds£or> ¢.

The simplifying operator orp and V' is a domain trans-
former, and works by removing abstract values in order to obtain
Atom (V). Formally,

p = ATOMIZE (p,V) € {Uep|VNU=1 Vv V<U}
The finalp is an approximation of the most preciges.t. X £ e
is false:

THEOREM6.1. p & EDEP(e, po, X) makese not narrow depen-
dent onX. In other words: the finap satisfies non-dependency
of e on X, that is, for everng which is atomic onvars (e) \ X,

E [e]” (g) is atomic.

Proof. The algorithm halts if, in processing,, p is not changed.
Processing, involves computing€ [e]” on sub-states when re-

In introducing narrow dependencies (Sec. 4), we mentiomptse
sibility of choosing the semantics which is used to evaluate
pressions. Taking an abstract semantics leads to an diternar-
sion of abstract dependencies, which is the one that we lave t
consider for reasoning on the most general notion of alist@ae
interference.

To this end, we formalize the same notion for abstract depen-
dencies in a more general way, by considering the abstratiayv
tion of e in p (i.e., the best correct approximation®f]”):

DEFINITION 7.1 (Adep. Letp € uco(p(V)).

zbne & o100 €N.Vy # . p(o1(y)) = p(oa2(y))
A E[e]” (p(a1)) # € [e]” (p(o2))

Note that, false dependencies are be avoided in this agproac
(indeed, this has been one of the main reasons why the related
non-narrow notion of abstract non-interference was intced).
Clearly,Adepmakes the assumption that the analyzer can compute



directly the abstract semantics (in the following, a corapig ver-
sion of € []” will be used). It is worth noting thatdepis a stronger
notion thanNdep[9], in the sense thaibstractdependencies are
less likely to occur than theirarrow counterpartz <%, e implies
z %y e. Moreover, in bothiNdepand Adep the more precise the
chosen domain, the more dependencies may occur.

7.2 Dealing with Adep

TheFINDNDEPSsalgorithm can be modified in order to account for
Adep This is, in a sense, a stronger property tiNdep(Sec. 4).
The main difference betweddidepandAdepis the choice of the
semantics used to observe the program execution. In thee, lat
suppose to analyze dependencies in the abstract semé&rftgs.

To computeAdep we do not need to define a new implementable
version of abstract dependencies, as we did Witlep Instead, we
can change&INDNDEPSto obtain a second versighNDADEPS as
shown in the next two paragraphs.

7.2.1 Comparing executions.

The atomicity of results (Def. 5.1) is no longer requiredisit
enough to guarantee thétfe]” is the same in every staté com-
patible with ¢ (i.e.,e’ < ¢); This leads to a weaker definition of
AY (e):

Al (e) = Ele]’(e)=U
v Jcovering{e1, .., ex}. Vi.AY (&;)
Ele]’(e)=U = Ele]’(e)=U
AN P <e &l () <U

The predicate= can be defined compositionally on the structure of
e, and, obviously, relies on our knowledge of the abstractalom
(i.e., itis necessary to know how abstract operations hav

7.2.2 Replacing expressions.

During computations on a statean expression may be replaced
by any e’ which is equivalentw.r.t. £ [e]” on everye’ < e. In

this case, the replacement is useful if the new expressgimigler.

For exampleg; + e2 can be replaced by, + U in ¢, provided
E[e2]” () = U. To replace an expression by a constant value
may simplify the original expression and, possibly, getafigéome
variables. The substitution is parametric on the statecdets
validity cannot be extended to larger states: this is ingyarivhen
states are restricted (e.g., in computiaf (¢) and A, (¢, X)).

EXAMPLE 7.2. Lete” < £’. In order to be equivalent og”, two
expressiong; and e should be such thats < &”. £ [e1]” (¢)
& [e2]” (¢). Indeed, this condition does not imply the more gen-
eral one one’, since there may exist < &’ s. t.€ [e1]” () #

€ [e2]” ().

The algorithm can exploit this additional information byleoting
pairs(eo, ) whenever computations shaw to be equivalent te
one (e.g., whereg = V and€ [e]” (¢) = V is verified). In further
computations, if the analysis is performed on a state ¢ (for
example, in provingd? (£")), theney can be safely used instead of
e, thus resulting, generally, in an efficiency improvement.

It is worth noting that the replacement of expressions canno
be done when we considéfdep because the concrete semantics
could be able to distinguish two executions evefi ff]” cannot.

EXAMPLE 7.3. Let e y + 22% be analyzed inPARSIGN
w.r.t. narrow dependency. Singe? = [poseven], we may think
it safe to replace: by y + [poseven]. However, given a fixed value
for y, there exist two values afsuch that the final value can be dis-
tinguished. Indeed, this is correctly accounted foFiRDNDEPS
evaluating€ [e]” (¢) does not yield an atom, so thetNDNDEPS
does not exclude dependenciesmon

7.3 Enforcing abstract non-interference.

In abstract non-interference, malicious external usemsocdy see
input and output data up to a degree of precision which isrdest
by two abstract domaing andp. ANI models the property that an
attacker observing of public input and of public output is unable
to break the secrets of a progré@P(we write (n)P(p) if P satisfies
this security requirement).

Giacobazzi and Mastroeni [10] give a systematic method for
enforcing AN, i.e., a logic whose assertions take the fonins (p)
for a statement and two domaing andp. Consider, in particular,
two rules (the second is specialized gn= p), which allow to
derive ANI properties for expressions and assignnfents

(el (D) Ep (p)e(p), x public
AL e ) Al )

The expressiofin) [e] (D) in Al denotes theecret kernef9] (on
expressions) of w.r.t.n, that is, the most precise domain which
cannot break secrets erwhen the domain on input ig (i.e., such
that (n)e(px)). Importantly, an approximation of the secret kernel
can be obtained by thedEP algorithm (Sec. 6), which provides
a mechanizable version of the derivation, close to the raigi
semantic one [9]. Ruld4 means that an assignment to a public
variable is secure if the assigned expression does not depesny
private variables W.r.po (i.e., (p) e (p) < —((VARS" (e)) % ¢)).
Whenever we are interested in having the same observattbn bo
in input and in output, we can note that,(i#) [e] (ID) C p, then
(p) e (p). Indeed,(p) [e] (1D) returns the most concrete output ob-
servation making the expression evaluation independent the
private variables when the input observatiop;i this is computed
as a fixpoint, then.FpPp (AX. (X) [¢] (ID)) characterizes a harm-
less attacker observing the same property in input and ipubut
i.e., (p) e (p). Unfortunately, the function is not monotone, there-
fore we are not sure to find exactly theost powerfubttacker [9].
The fixpoint computation is incorporated in the &~ algorithm
(possibly, not starting from th® domain). Therefore, itis possible
to use the abstract dependency computation in order to sipmaite
the ANI property for assignments and, consequently, make th
whole derivation systematic. In particular, we may repladé by

;. peEp
AL o0e o)

The resulting domainp. also characterizes an attacker observing
the same property both in input and in output, i(@e,) e (pe).

where  p. = EDEP (e, ID, VARS" (¢))

5Note that, here we don't consider control structures sincé original
logic only single variable guards are considered.

7varst (e) & vars(e) NH
8This is the only rule which cannot be directly implementedtsroriginal
formulation.



8. Conclusions

The aim of the present paper is to provide a deeper insighten t
strong relation between slicing and dependency. A new pafint
view is provided on the relation between the standard difinénd
the computation of slicing, which allows to look at slicingrp-
metrically on the notion of dependency. Since dependentlyeis
notion formalizing what we mean faoelevantwhen defining slic-
ing, it is possible to get a general framework where we caninbt
new and, possibly, weaker definitions of slicing, derivimfi new
notions of dependency. By moving from syntactic to semaafigic
pendency, and from concrete to abstract semantic dependeec
move from standard towards semantic slicing, and furth@atds
abstract slicing. Unfortunately, as underlined before, general-
ization of the standard approaches to slicing in this absttepen-
dency framework is not sufficient for generating precisetraos
slices, i.e., slices that cut “all” the irrelevant statemsew.r.t. an
abstract criterion. This is due to the implicit independesdhat
can be generated in the semantics of control statementghwhi
need more specific analyses for being detected. In thistitirec
can be exploited the strong relation between dependenuitsan-
interference, since the abstract framework for non-ieterfice has
been widely explored.

Another important issue, is that while the syntactic apphd@a
slicing is clearly implementable, the same does not holdeireral,
at the semantic level. In this direction, a constructiverapph to
the characterization of (abstract) semantic dependeig&sown,
but still a lot of work has to be done in order to obtain a real
implementation. Moreover, the introduction of abstraciparties
in the context of dependencies leads to discover new irieges
points of view. In particular, given a program, a criteriomdaa
fixed set of variable&(, we could wonder which is the most precise
property which makes the criterion independent frt&miThe paper
shows a constructive approach for dealing with this newlehge.
Finally, the new abstract approach to dependencies, is umsed
the context of language-based security. Due to the strdatjae
between the notion of non-interference in language-basedrisy
and the notion of dependency [6], the constructive apprdach
abstract dependencies can be exploited in order to appab&im
given a program, the strongest harmless attacker, i.e.mibst
precise observation of the program which is unable to désclo
confidential information.
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