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Abstract. This work proposes a type system for checking Abstract
Non-Interference in the setting of simply-typed lambda calculus with
basic types and recursion. A lambda-expression satisfies Abstract Non-
Interference relatively to a given semantic property if an attacker which
can only see program data up to that property cannot infer, by observ-
ing a computation, private data from public ones. Attackers are abstract
interpretations of program semantics. The type analysis infers, for an
expression, a security type which approximates the secret kernel for the
expression, i.e. the most powerful harmless attacker for which the expres-
sion is secure. The type system is proven to be correct, that is, private
information is not revealed to an attacker which is unable to distinguish
different values belonging to the inferred type.

1 Introduction

Problem. Information flow [12] is one of the relevant properties of programs,
regarding the possibility that some pieces of secret information can be mali-
ciously acquired by an attacker observing the execution of the program. Data
are splitted into private and public: the requirement for a program to be secure
is that no attacker should be able to guess the value of private data by observing
only public data and the execution of the program. A program for which this
information leakage is impossible is said to have the Non-Interference property
[8]: two executions differing only on the value of the private input cannot be
distinguished by merely observing the public output.

Non-Interference turns out to be too restrictive: some information flows are
actually harmless and should be allowed in order not to reject many useful pro-
grams. This led to several efforts to weaken the notion of Non-Interference into
a more useful and easy to obtain property; in particular, Giacobazzi and Mas-
troeni [6] proposed Abstract Non-Interference (ANI), an approximated property
defined into the framework of Abstract Interpretation [3,4]. In ANI an attacker
can see public data only to a certain degree of precision, then it is not able to
exploit some information flows which would be detected (and result in a rejecting
of the program) in standard Non-Interference analysis.

Main contribution. Abstract Non-Interference was first defined for a simple
imperative language with integers as the only data type. This paper defines



ANI and the relative analysis for a typed lambda calculus with recursion by
developing a type system which infers for a lambda-expression a type describing
the class of attackers for which the expression is secure.

Dealing with a functional language involves the definition of ANI on higher-
order values: two functions can be distinguished by an observer iff, when applied,
they give distinguishable results. Our type system is constructive in the sense
that it tries to compute the secret kernel [6], i.e. the most powerful attacker for
which a given program is secure, rather than checking if a program is secure for
a given attacker. The result of the type inference is an upper approximation of
the secret kernel: some expressions are rejected for a certain degree of precision
even if they satisfy Abstract Non-Interference to that degree.

The type system is in general undecidable (even the basic domain of integers
does not need to have finite abstract domains); decidability can only be reached
if the abstract domains on values are divided into a finite number of classes and
some rules are added at hand to help the analysis.

Related work. The type-based approach for security analyses was proposed
by Volpano and Smith [14], then it was translated into Abstract Interpretation
in [15]. Programs are given security types (public or private) which are propa-
gated in the composition of bigger programs; the type of the main expression
is public if there is not interference. Standard information flow was defined for
functional languages in the SLam calculus [9] and in Flow Caml [13], which is
a real implementation of control flow analysis. SLam calculus is proven to be a
special case of the Dependency Core Calculus [1], a small extension of Moggi’s
computational lambda calculus which aims to unify into a single calculus sev-
eral dependency concepts arising in security, partial evaluation, program slicing
and call-tracking. In developing the type analysis we use a notion of ternary
relation similar to [10]; this allows comparing properties displayed by pairs of
computations instead of considering a single evaluation.

2 Preliminary notions

Information flow and Non-Interference. If a user wants to keep some data
confidential, he or she could take as a policy requirement that confidential data
cannot affect data which are visible to other (untrusted) users. This policy al-
lows programs to manipulate private data as long as the visible outputs of a
computation do not reveal information about the hidden data. The notion of
Non-Interference was introduced by Goguen and Meseguer in [8]: a program has
the property of Non-Interference if any two executions differing only in the pri-
vate input data (and therefore indistinguishable by an untrusted user) cannot
be distinguished in their output by observing only public data: there must be
no information flow from private to public data. Information flow security tech-
niques are more powerful than standard access control methods [11,12], since
they do not deal only with the ability to read information, but also with the
possibility that information is dangerously propagated.



Abstract Interpretation. Abstract Interpretation, introduced by the Cousots
in [3], is a framework to systematically derive non-standard approximated se-
mantics. The main notion in defining approximation is that of abstract domain.

Abstract domains can be formulated either in terms of Galois connections
or closure operators [4]. An upper closure operator (uco) on a poset (C,<) is a
function p : C' — C monotone, idempotent and extensive (Vx. = < p(x)). The
set of all ucos on C' is uco(C). A closure operator is uniquely determined by
the set of its fixpoints (called abstract values); this set is (isomorphic to) the
abstract domain A approximating the concrete domain C. A set X C C' is the
set of fixpoints of a uco iff X is a Moore-family, i.e. X = M(X) = {AS|S C X}.

The notion of approximation formalizes the idea that in the abstract domain
there is less complexity (A is a subset of C') together with a loss of precision (some
elements of C' cannot be used when doing computations on A). A computation
F¢ on C can be approximated with an abstract computation F4 by providing
the abstract versions of constants and functions. The abstraction is sound if the
abstract result is always a correct approximation of the concrete one: Va.Fo () <
F4(x) (where < should be read as more concrete or more precise).

If C is a complete lattice (with L and T as bottom and top elements),
then uco(C) ordered pointwise is also a complete lattice with Az.x and Ax.T
as bottom and top elements. The first describes the identity abstraction, with
A = C and no loss of information; the second is the trivial abstraction that
reduces the concrete domain into a one-element abstract domain. The reduced
product A [4] of a set of abstract domains {A;} is the most abstract among the
domains more concrete (i.e. closer to C') than each A;: A;A; = M(U; Ai).

Abstract Non-Interference. The program property of Non-Interference can
be weakened (abstracted) by modelling secrecy relatively to some observable
property: a secure program is one that preserves secrecy only as regards of a
particular amount of information, the one that the attacker can observe.

The concrete domain is the set of all properties of values (e.g. p(N) for
integers, where P C N is the set of values satisfying the property), representing
which values can be possibly distinguished by the attacker (Sec. 4). The ability of
an attacker to observe data is described by abstract domains: if an attacker has
precision p it is unable to distinguish two values v1 and vy such that p({v1}) =
p({v2}) (i.e. values having the same property p). A program P is secure for a
pair of domains 1 and p (written [n]P(p)) if no information flows are detected
by an attacker which can see public input and output data only up to a level of
precision characterized respectively by n and p:

n(l1) = n(l2) = p([Pl(h1, 1)) = p([P](h2,12))
where [; are public data and h; can be any (private) values; if the input values I3
and [l cannot be distinguished, then it is not possibile to guess the value of h; by
observing the (abstracted) output. For a given 7, the secret kernel is the most
concrete p; such that [n]P(ps). ANI allows to describe several kinds of attackers
by using the opportune abstract domains; standard Non-Interference is a special
case, obtained by using the identity abstract domain for all data.



3 Syntax and semantics of the language

Syntax. The language is the eager lambda calculus with arithmetical and

boolean operations, conditional and recursion u. X is the set of variables (de-

noted by z, y, F...). The set £ of expressions is defined by
ex=n|blz|et+e|Are]|ele)| uF.e|if e thene elsee

where n and b are an integer and a boolean constant.

Semantics. The language semantics (see [2]) is described in Fig. 1 (here con-
stants are not distinguished from their semantic interpretation). Every domain
of values has a bottom element | ; for functions the bottom element is Av.L.
The denotational semantics [.] : £ — S defines a call-by-value evaluation with
run-time type checking (checking for type errors is left implicit).

Fig. 1. The semantics of simply-typed lambda calculus
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4 The type system

Non-Interference refers to the possibility that two computations can be distin-
guished by observing some public parts of data. By means of security annota-
tions, this type analysis computes a pair of (abstract) values representing the
possible simultaneous outcomes of two evaluations of e with indistinguishable
input. e is secure if the attacker cannot distinguish the elements of the pair.

The type system has monomorphic types extended with security annotations.
The set 7 of types contains the basic types int and bool and has — as the only
constructor: 7,7 € 7 = (7t — 7') € 7. Each type is a description of a set of
semantic values: the function V : 7 — p(U) is defined as

V(int) =N V(bool) =B, V((r — 1) = V(1) — V(7')]

The abstract domains. The power of an attacker in observing a computation
is described by abstract domains; in general an attacker can see the n input data
(free variables) and the output of the computation, then its observational power
can be described by at most n + 1 abstract domains (on various types).

Let C; = (p(V(7)),C) be the concrete domain on the type 7, ordered by
inclusion (L € X for each X C C;). C; describes all the possible properties of
values (a property p is described by the set of values satisfying it).



An abstract domain p € D, is the set of fixpoints of a closure operator
p € uco(C;) (we keep the same name for simplicity). The set of all abstract
domains is D = |J, D,.We write p(v) for p({v}). The ordering < is C (the
described property is more precise); U and 1 are defined accordingly.

Two values cannot be distinguished by the domain iff they are mapped into
the same (abstract) value: v; =, va <= p(v1) = p(v2).

The security types. The type system uses normal types equipped with security
annotations: this is described by a security relation which links the values of an
expression after two possible computations.

Definition 1 (security relations and types). An expression e : 7 is given
a security type (T)r, where R € R is a security relation defined as follows:
R = p(P(r) x P(r))
where P(7) is an abstract domain on 7 (to be defined in Def. 8). L is used as a
shorthand for {(L, 1)}; usually (s1,s2) or s182 is written instead of {(s1, s2)}.

The predicate ST checks if two values v; and vy belong to the same type o, i.e.
if it is possible that, in two different computations (with possibly different input
values) of an expression of type o, the two outputs are, respectively, v; and vs.

Definition 2 (same-type predicate). The predicate ST describes a ternary
relation [10] between a security type and two values: the predicate is true (the
triple is an element of the relation) if the values both belong to the security type.
ST(r), (v1,v2) =v1 =v2 = L,
ST(T)R(Ul,’UQ) = 3(81,82) € R. (’Ul €51 Nvy € 82)

— An expression of type (1), must have value L, in every execution (then its
semantics is the constant L -function).
— For e : (7)(s,,s,) any two computations must yield values belonging resp. to
the classes s1 and s3. By definition of L, ST(;),(L-, L;) for every R.
— For functional values the definition amounts to
ST((T—m"))R(fla fg) = V(sl, 82) € R. Yvy,vs.
STir) ey ) (V1,¥2) = STir), (11),05 000 (F1(V1), F2(02))

ST induces an ordering on security types: (7)r < (7')Jrr =7 =7" AR < R’ and
R < R =VYvi,vs. ST(T)R (’Ul, 112) = ST(T)R, (Ul, ’UQ)
On security relations least upper bound and greatest lower buond are defined:
U=u RNMR"= {(81 M1, S2 |_|t2) | (81,82) e R A (tl,tg) S RH}

Remark 3. Given a security relation R with S x S C R and US = t, it can
be normalized into an equivalent relation R’ with S x S replaced by (¢,t), and
viceversa. R’ is equivalent to R but is structurally (and computationally) smaller:
when applying the typing rules we do not need to consider all the pairs in S x S,
but only (¢,t) (see also the second part of Section 9).

Lemma 4. Vv, < vy. ST, (ve,u) = ST,(vi,u) (on both arguments).



Proof. — Basic types: N} and B, are flat domains with bottom; the partial
ordering is v; < v9 < v; = v2 V vy = L; lemma holds by def. of 1 and ST.

— Higher-order types: Ordering on functions is pointwise, then, v; < vg implies

v1(x) < wa(x) for all x. Result follows by induction and Def. 2 on functions.

Lemma 5. Let ST" be the restriction of ST on the type T, i.e. ST, (v1,v2) is
defined if o = (T)r and vi,va € V(7). Then ST" is continuous on its arguments,
i.e. for directed sets S, X andY

STLS(I—IXv l—IY) = Uoes MNMzex l_IyEYST;(ma y)

Proof. ST is a function mapping 7,2, x V(1) x V(1) to B (with false < true,
U=V and M= A). For basic types vUv =v, vU L = L v =wv and A(vUu) if
1 # v #u# L; for functional types (f Ug)(x) = f(x) U g(x). The continuity of
ST™ can be proven separately on the three arguments:

— Continuity on the first argument: ST[ ¢(z,y) = UyesST,(z,y) for every
directed set S. This is easily proven by seeing that on booleans U = V and
ST, (,y) = Vo5 ST (2. 1).

— Continuity on the second argument (third is similar): for every directed set
X, STL(UX,y) = Myex ST, (2, ).

e Basic types: a directed set on integers or booleans must be either {1},
{v} or {L,v} for a certain v. In the first two cases the result is trivial,

in the third it follows from Lemma 4.
e Functional types: for higher order types X is directed iff for each v the
set X, = {f(v) | f € X} is directed. Then (by def. of app, see Fig. 2):
ST((T'—M‘”)) (I—IX g)
Y, vs. ST(T/)R/ (Ul, ’Ug) = ST(TN)app(R,R/) ((|_|X)( ) ( ))
Vi, va. STy, (v, v2) = MpexSTGwy o (F(v1), 9(02)
Vor,ve. Myex (ST (v1,02) = STl o o (F(01),g(02)))
MrexVor,va. (ST{,, (v1,v2) = STy or v (F(01). 9(02)))
erXST((T '—T'"))R (fa )

[hyp.]

In Non-Interference data are splitted into a public and a private part: an
attacker can read information from the public but not from the private. In our
language input data are the free variables of an expression, and the security type
of a variable characterizes it as public or private.

Definition 6 (public and private variables). F(x) is the security type of x
in the type environment E € Tepyy = [X — Tgee)-

A A
Vi(p) = {(p(x), p(x)) |z € V(T)}  Valp) = {(p(2), p(y)) | 2,y € V(7)}
public(x : 7) = E(x) = (1), (p(r))  private(z : 7) = E(x) = (T)v,(p(+))
where P(7) is an abstract domain on 7, to be defined in def. 8.

It is now possible, with ST, to understand the meaning of public and private:
(i) In two different computations the values of a public variable must belong

to the same element of the domain; if s describes a singleton, then vy = vs as

in the definition of standard Non-Interference. In Abstract Non-Interference we



allow public data to be different as long as they cannot be distinguished by an
observer. It should be noted that no restrictions are posed on the value of a
public variable in itself: the constraints apply to values in pairs of computations.
For example, in the parity abstract domain {1, even, odd, T} a public variable
would have {(even, even), (odd, odd)} as its security relation.

(ii) Nothing can be said about the values of a private variable: every two
values of type 7 are possible values in two different computations.

Typing rules. The type analysis assigns a security type to basic expressions
(constants, variables) and infers the types for composed expressions following
a set of typing rules. It is an approximate (abstract) analysis because abstract
values (sets of values) rather than concrete are taken into account in computing
properties: the abstract values are elements of abstract domains.

The observational power of an attacker can be described by the n + 1-tuple
IO of the abstract domains describing the ability to see input and output values
(i.e. the n domains p, on the n input variables and p,,: on the result of the
computation). When assigning a type to a (public or private) variable the natural
choice is to use, in Def. 6, the domain p, as P(7). This has some limitations, as
shown in the example:

Ezample 7. Let e = z and 10 = {p,, pout} where p, = {1, pos,neg, T} is the
domain on z (public) and poy: = {L, even, odd, T} is the one on the output. Then
an attacker can observe only the sign of the input and the parity of the output.
If z is given a security type based on p, (i.e. (int){(pos,pos),(negneg)}), then,
since two numbers with the same sign can have different parities, the expression
is classified as insecure because the attacker can distinguish two computations
with the same input sign by watching the output parity.

In the above example p, is a too abstract domain to capture information about
parity. Then, in general, we need to choose the right domains to assign types to
basic expressions, in order to avoid some unexpected losses of information and
to deal with constants. The idea is to build two sets Zin¢ and Zyqo7 as follows:
while 10 # () pick a p from I0:

— If p € Dipt, then p is inserted into Zjp+.-

— If p € Dpoo1, then p is inserted into Zyge1-

— If p € D717y, then there exist p’ and p” such that the elements of p map
elements of p’ to elements of p”’; p’ and p” are inserted into IO.

When 10 is empty the two sets Zj,¢ and Zygo7 cointain all the relevant infor-
mation about basic types; collecting the information into a single domain is done
by computing the reduced product (Sec. 2) of all the elements of the sets, thus
obtaining p; and py: they are the most abstract domains capturing the relevant
properties of the analysis: p; = AZipt and py = AZpge1- It is easy to see that,
in Example 7, using p; = A{pz, pout } instead of p, avoids the loss of information
on the variable value: the expression is now considered as secure.



Definition 8 (abstract domains on a given type). The function P : 7 +— D
extends the construction of p; and pp to function types:

P(int) = p; P(bool) = py P((t — 1)) = P(r")P(™D
where p” is the Reduced Cardinal Power [4] of two domains, building the domain
of the monotone functions from p’ to p [5].

The syntax of the typing rules is standard: the basic judgement is EFe: o
and holds if an expression e is given a security type ¢ when the computation is
performed in a type environment E € 7., (input variables x have type E(x)).

The typing rules are described in Figure 2 and explained below (the function
F is a rewriting of the typing rules: F(e,F) =0 <= FEte:0):

— Iconst, Bconst: The type for constants expresses the condition that, in any
two computations, the value is indistinguishable by the abstract domain.

— eq: eq(R’, R") specifies when it is possible to have equal values for ¢’ and
e”. The (dis)equalities in the formula are treated as boolean values.

— add: The security type of the sum is such to contain all the values that can
be obtained by adding two values of the addendi. Rules sub, mul and div
for integers are similar, as well as rules and, or, not for boolean connectives.

— lam, app: The type of a function is inferred by collecting the types obtained,
for all possible types of the abstraction variable, by evaluating the function
body in the updated environment. Application rule is dual.

— rec: To compute the security type of a recursive function we need to find the
fixpoint of a functional Gg . = Ao.F(e, E[F < o]). Since G is continuous,
this can be done by starting from (7). and iterating the application of G,
thus obtaining the least fixed point.

— if: In defining if” we have in mind these requirements:

(1) If z = y we have ST(T)if’(tt,R/,R”)(Ul’ v2) < ST(;),, (v1,v2). That is, if in
two computations the boolean guard is true (false), then the values of the
expression are the same as the first (second) branch; therefore they belong
to its security type.
(2) If © # y, then ST(T)H,M‘R,’RW (v1,v2) & STiry,, (vi,u2) AST(7),.,, (u1,v2)
for each w1, us. That is, if in the two computations the boolean guards eval-
uate respectively to true and false (false and true), then the expression
evaluates, in the first one, to the value of the then (else) branch, and in the
second one to the value of the else (then) branch.
The derivation of if’(t f, v1,ve2) is illustrated in the following equalities:

Juq, us. ST(T)R, (v1,ug) A ST(T)R// (u1,v2) &
Juy, ug, (sh,85) € R, (s],s5) € R'.v1 € s) Nva € s Ny € sf Aug € sh &

ST(T)if’(t f,R’,R"") (Ul’ U2)

5 Correctness of type inference

We are interested in a soundness result for the type inference algorithm: the
inferred type is correct if it is not possible to have computations with values not



Fig. 2. The typing rules

- [Iconst] [Bconst]
E '+ (3nt)(p; (n),pi(n) E b (0001)(p,(5),0, (b))
Et¢€ :(int)gr EFe”:(int)gr
Etrz: E(x) [var] Ete =¢€":(bool)eqr r) [eq]

Et ¢ :(int)g Et+ " : (int)gr
Etre +e’:(int)aaar,r)

Vs1,52 € P(1). Elz — (7)(s;,s0)] F e : (7)r.,.

EbXxz:7.e:((1— T'))lam@(ﬂ,knyﬂmyy)

Ere:((t > 7))r Ere (7 )r [app] E[F < o]k e:o o minimal
Er e(el) : (T)app(R,R/) PP EruFe:o
EFb:(bool)r, Etre :(7)r Ereé" : (7)r [if]

E b if b then ¢’ else € : (T)it(r,,r',r")

Ete:(r)r R<R
E(F e:(1)r [subt]

[add]

°2 [1am]

[rec]

eq(R', R") = J{{po(s1 Mt1 # L), py(s1 = t1 = {v})} x
{pv(s2 Mtz # L), po(s2 = t2 = {u})}|(s1,52) € R, (t1,t2) € R"}
s+t=pi({v+u|lveEsruet})
add(R,R") = {(s1 + t1,82 + t2) | (s1,82) € R/, (t1,t2) € R"}
lam(X, F) = {(t1,t2) | Vs1,s2 € X.(t1(s1),t2(s2)) € F(s1,s2)}
app(R’, R") = {(t1(s1),t2(s2)) | (t1,t2) € R' A (s1,52) € R"}
if (Ry, R',R") = | J{if'(xy, R, R") | (X,Y)ERy Nz € X Ny €Y}
if’(tt, R', R")
)
)
)

/

=R (t = true,f = false)
if’(ff, R, R") = R"
it’(tf, R, R") = {(s',t") | (s",t) e R" n(s",t") € R"}
it’(ft, R, R") = {(s",t) | (s,t') e R" n(s",t") € R"}

belonging to the type. The function ENVE(e1,62) = Va. ST g, (e1(x), e2(x))
extends the ST predicate to environments.

The correctness theorem is proven by induction on the structure of a deriva-
tion: this is the same as induction on expressions (every typing rule builds an
expression out of zero, one or more subexpressions), except for subtyping (in
this rule the expression is not composed). Subtyping rule can be applied vir-
tually everywhere and many times without affecting the validity of the proof.
In reasoning about the application of rules, we can infer (backwards) the type
of the subexpressions by observing the main type: for example, if add rule is
applied, then from the type (int)g of an expression e’ + € it is possible to say
that e; and ey have types (int)gp and (int)r~ with R = add(R’, R”) (otherwise
the rule would not have been applicable).



Theorem 9 (Correctness). EFe:o0 A ENVg(ey,e2) = ST ([€]e, [€]es)
Proof. Induction on the last rule applied in the derivation (some cases omitted).

—e =mn: We have [e]., = [e]c, = n and E F n : (int), (n),p:(n)); then
STEnt),, (ny.pe oo (n,n) since, by definition of closure operators, n € p;(n)
—e=x:EFx: E(r)and [r]., = ei(x) imply (def. ENV) ST g, (e1(x), e2(x)).

—e= e/ _|_ e//

EFe +e: (int)add(R/7R//) —
Eteé :(int)gr N Ete€”:(int)rr = [hyp.]
STiinty,, ([€'le;, [€']e.) A STiinty,, ([€7]e1, [€"]e,) = [def. add]
ST (imt) sy o (1€ + ey, €+ €"].)

— e= Az :T. e : let us suppose to have, for every pair (sy, s2) € P(7) x P(1),

two values v7"** and v5""* such that ST )(Ufl’sz vy,
Then, by def. of ENV, ENVE[zh(T)(Slysz)](El[x — v egfr — vyt ?]).
Let lam(P(7), Az, y. Rz ) be defined as in the rule for abstraction. Then
ErFXx:7 eo: (7= ) hamP(r) A2,y Ro.y) =
Vs1,80 € P(7). Elx + (7)(5,,5)] F €0 : (T’)RSW2 = [hyp.]
Vs1, 82 € P(T) ST("',)RSI,SQ ([[eoﬂsl[w_vibm], [[60]]52[z<_vglv52]) -
STlam(P(‘r))\z,y.Rz,y)([[6]1517 [[6]]52)
The last step follows from the definition of [e], ST and lam.
—e=¢():
FE+ e’(e”) (7‘) pp(R/,R") ——
Ere :((7" =7 N EFe: (7' "V\r» = [hyp.]
ST((T//HT))R/([[e/]]‘fl’ [[6/]]52) A ST(T” R//([[e//]]su[[ ]]62) = [def app}
ST )i oy (L€' (€7)]er s [€(€7)]e)

— e = pF.ey : We take 0 = (7)g; the non-security part 7 is the type inferred
for e by a standard type inference algorithm (we have no problems with non-
termination since the type system is monomorphic). Then I fp(Gg.e,) = (T)r
where G is defined above (rec rule).

The following result (for each fi, fa,00) is true by inductive hypothesis
(Hee = M. [e]oip—y is the semantic function for recursion):
STUO (fh f2) = STGE,CO (00) (H€17€0 (fl); H€27€o (fQ))
So we have the chain of implications
true = STy, (L, 1) =
( |
STGE eo((T)L)( 61 EO(J‘) 62 80( ))
STay ., () (HE, (L), HE, ¢ (1))

Let Gn = G, ((7)L ) S = {Gu}, HY = HZ, (L), X = {H}}, H? =
H?, . (L) and Y = {H?}. Then, by Lemma 5,

ST(T)R(IIG]]517 [[6]]52) . STHS('—le UY) = Uses MNzex HyEYSTU(Cva)
and, for every H! € X, H2 € Y, we can take p = maz(m,n) to have
ST,(H},H}) = ST, (H,,H}) (by Lemma 4) and ST¢,(H}, H?) (by the
chain of implications above).

Therefore it is always possible to find o € S such that ST, (z,y) is true;
consequently ST(;), ([e]c,, [e]e,) is also true.



6 Computations and attackers

As shown above, there is a close correspondence between abstract domains and
security types: types identify properties which domains cannot distinguish. This
relation between 7. and D can be formalized as p~~c = Vo1, ve. ST, (v1,v2) =
v1 =, V2, meaning that p cannot distinguish o-related values. In this case we
say that p is corresponding to o.

For a given o there always exists such a p (the top abstract domain, character-

izing a blind observer, is corresponding to every type). The functions « : 7.7, —

Dy = Xo. A{p | p~o}and v : Dy — T5 = >‘p~{7){(51,52)|Vv1651,@2652.v15pv2}
clearly identify a Galois connection [3] between 7,7, and D-.

We say that a type environment E defines a policy consistent with IO (Sec.
4) if, for every variable x, E(x) is defined (Defs. 6 and 8) using the domains p;
and pp induced by IO and the information about public and private data. The
meaning of this notion is that the policy, together with the classification of the
variables into private and public, is calibrated on the data we want to protect
and on the attacker we want to be protected from.

The Abstract Non-Interference condition for an expression e, an attacker
IO and a consistent policy described by E can be written as:

ANIg(e,10) 2 ENVg(er,0) = [ele, =pou, [€les

Thus, if an attacker cannot distinguish inputs, neither can he distinguish outputs.
It is easy to see that this is a translation of the original definition of ANI into
our functional framework.

A direct corollary of Theorem 9 is (for E consistent with IO and pe.: € 10):

Theorem 10. p,yi~>oc ANEFe:o = ANIg(e, I0)

The inferred type is an upper approximation of the secret kernel (Sec. 2):
some non-interfering expressions are rejected since the abstraction induced by
the abstract domains leads to a loss of information. For example, let p; be the
parity domain; then e = x + x, where = is a private input variable, would
be typed with (int)TT, even if it clearly is always even. In terms of abstract
interpretation, this is an incompleteness situation [7]: viewing the type of an
object as an abstraction of its meaning, it turns out that abstracting (typing)
the final value of the concrete computation (yielding, in this case, (even, even))
is not equal to performing the abstract computation (the type inference process)
starting from the abstract values (types) of the input. To avoid this kind of
problems there should be a set of axioms and rules (in this case a rule stating
that +x = 2%z is needed) giving informations about special cases; however, in
general it is not possible to have a complete rule system to handle such situations.

7 An example

In this example it is possible to see how an expression showing (standard) dan-
gerous information flows can be accepted by this type system if an attacker
cannot see anything but the parity of integer numbers.



The evaluation of the expression yields a function from integers to integers,
then the observational power of the attacker on the output must be an abstract
domain on (int — int). The only input datum is the secret free variable y;
since y is referred in the body of the function an algorithm for standard Non-
Interference would find a forbidden information flow from y to the result of the
computation (in facts, the result of the function applied to a value v depends
on both v and y). However, our type system is able to accept the expression as
secure since no information about the secret data can be revealed by observing
the parity of numbers (for every value of y, [e](v) is an even value).

The expression to analyze is

e = puF. Ax.if £ =0 then 2 else 2xyx* F(x — 1)
and the observational power of a generic attacker is
pi:{J_,e,o,T} prBLXBL
pout = {(e = e;0—€),{e— e;0— 0), (e 0,0 — e),{e — 0,0 0)}

— the only visible information on integers is parity (e is even, o is odd);

— no abstraction on boolean values (the attacker can see the truth value of
boolean data). In this case we are not following the definition of py (Zpoo1 =
() should imply p, = A(D) = T): the analysis will be more precise.

— functions from integers to integers are divided by the abstract domain into
five classes (the notation should be clear): functions (i) mapping all numbers
to even numbers; (ii) keeping the parity value; (iii) inverting the parity value;
(iv) mapping all numbers to odd numbers; (v) all the other functions (these
functions are mapped to T). pout is an abstraction of P((int — int)).

We evaluate e in the type environment E (with ENV g(e1,e2)); the fact that
y is private is written as E(y) = (T, T) = {ee, eo, 0e, 00} (ab stands for (a,b)).

The evaluation begins with the first iteration of the fixpoint construction; let
E' be E[F < ((int — int)), ], and E/, be E'[z < ab].

(0) El,FO0:(int)e. [Iconst] (1) El, F1:(int)eo [Iconst]
(2) El,F2:(int)e. [Iconst] (3) El, Fy : (int)ee,co,0e,00 [var]
(4) El bz :(int)e. [var] (5) El, Fx —1:(int)y, [(1,4), min]
(6) EL,F F:((int — int)) | [var]
(7) El,F F(xz—1):(int)1 1 [(5,6), app]
8) El,FyxF(x—1):(int). [(3,7), mul]
(9) El,F2xyxF(x—1):(int), [(2,8), mu1]
(10) B, Fxz=0:{tt,tf ft,{f} [(0,4), eq]
(11) E/_F if £ =0 then 2 else 2%y * F(x — 1) : (int)p, | [(2,9,10), if]

Rey ={ee, Lljel, le} =ee

To get the value of the lambda-expression the evaluation must be done also in
the other E/,, where a,b € {L,e,o, T}; the final security relation is
Ro=1(f,9) | f(e) € {e, L} A f(0) = L Agle) € {e, L} Aglo) = L}
giving the typing judgement E’ F e : {(int — int))g,.
So far the first step of the fixpoint computation; the second step is performed
in the type environment E” = E[F « ((int — int))g,].



The rest of the computation is omitted; at the second step the fixpoint is
reached, giving a functional security type o, for which the result of the appli-
cation is (int)e. for every parity value of the input:

Ofiz = ((int - int)){(ks.e,)\s.e)}

It is then easy to see that pou¢~>0 iz, i.e. if two functions fi and fo satisfy
STs;., (f1, f2), then they both belong to the first equivalence class described by
the abstract domain p,,;: the expression e is secure.

8 Making it more practical

Type approximation. Remark 3 shows how a security relation R can be
transformed into an equivalent yet simpler one R’ by replacing some elements
of an abstract domain with their least upper bound; namely, given a set S of
elements, the set of pairs S x S C R can be replaced by {(US,LS)}.

This can be done even if some elements of S x S are missing in R, thus
introducing an upper approximation R” of R: if X C S x S and X C R, R" is
obtained by replacing X with {(1S,US)}, and would be equivalent to RU(S X .S).

This approximation could be performed via subtyping after the application of
each typing rule. However, it is not clear when such an operation can be applied
without losing too much precision; in particular, we have to choose the right S
and decide whether X contains enough elements of S x S.

A possible approach is to consider S and X good candidates if X contains
all the elements of {(s, s)|s € S} plus some pair (s,t) with s # ¢, thus leading to
the following modified subtyping rule:

Ete:(r)p XCR XCSxS X>{(ss)se S}

[subt2]
EFe: (T)mx)u{us,.us)}

The bigger S is, the more the loss of information; then, in order not to lose
too much precision, this rule should be applied to a small enough set S. This
approximation acts on non-public types (containing at least one pair (s1, s2))
and transforms them into approximated (less precise) types with less elements,
thus improving complexity results.

Lazy lambda abstraction. In the rule 1am some computations are necessary
for every pair in P(7) x P(7); however, in many cases most of them are not
used in the rest of type inference (e.g. when the function is applied to a constant
value). In order to avoid useless computations, the type of a function shall be
computed only as long as it is used in the following derivations; for example, if
F is applied to a constant with type (int).. it is useless to infer its type for oo
or Le. Such a strategy can reduce considerably the complexity of type inference.

Abstract operators. The application of arithmethic rules, such as add, in-
volves performing integer operations on possibly infinite sets (such as even num-
bers). This is clearly impractical unless some computation rules are provided; for



example, rules like even plus odd equals odd would solve the problem of adding
infinite sets in the parity abstract domain. Such a set of rules cannot, in general,
be complete nor automatically generated.

9 Conclusions

This type system is an attempt to compute the secret kernel for a given expres-
sion; the inferred security type is an upper approximation of the secret kernel
(Section 6), i.e. some harmless attackers are erroneously considered as dangerous.

Computability. This type system is, in general, undecidable: it is not surpris-
ing, since there are infinite semantic domains (e.g. integers and functions).
When a concrete domain is infinite, either the abstract domain is infinite
or some elements of the abstract domain represent an infinite set of concrete
values. In the first case some rules, like 1am, can diverge, because of the universal
quantification on the infinite set P(7). In the second some operators on security
types must deal with infinite sets (e.g. the sum of the sets of evens and odds).
Then, to have decidability the abstract domains must be finite and some set
of rules must be provided to help computations (see third part of Section 8).

Complexity. Provided decidability conditions are met, some complexity results
can be obtained. Let N be the (finite) cardinality of p; and p be the highest num-
ber of arrow constructors occurring in the type of subexpressions. The cardinality
of a domain on functions is, in the worst case, superexponential on N (bounded
by An.2™ applied p times to N); since, in lam rule, every pair of elements of the
domain must be checked, the complexity of the algorithm is exponential on N.

Section 8 (first part) shows how a security relation can be transformed into
a simpler one by introducing some loss of information. This can have significant
benefits on complexity, since it decreases the numbers of elements to check in
a security relation. Some rule better than subt2 could be possibly found to
improve the ratio complezity benefits / precision loss.

Again, Section 8 (second part) outlines lazy type inference as a method to
avoid useless computations in lambda abstractions. This is particularly useful in
presence of big domains and many applications to constant values.

Future work. Some features can be added to the language, such as product
types or polymorphism. A real-world language could be considered, as in [13].

The complexity of the algorythm could be improved by finding simpler ways
to manipulate security types; in particular, the set of operation rules (Sec. 8,
third part) should be designed in order to be efficient and partially mechanizable
(i.e. automatically generated given an abstract domain).

The approximation of security relations can significantly improve the com-
plexity; however, a proper rule to do abstractions should be found in order to
reach the best tradeoff between complexity and precision.



One of the main features of the type system is that it builds the secret kernel
rather than checking Non-Interference for a given attacker; this constructive
method could be applied to other classes of languages, such as imperative and
object-oriented.
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